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SYNOPSIS

BACKGROUND AND
RATIONALE

Doing clinical research in emergency medicine is as difficult as important. It is
difficult because the large number of patients to be treated and the chronic
shortage of staff make any data collection impractical. It is important because
it allows emergency physicians and nurses to base their practice on evidence
produced in the very distinct context of care in which they work and not, as is
predominantly the case today, in contexts far removed from it.

The only way to fill the gap between the need for research and the availability
of data is to extract the latter directly from the electronic health records (EHR)
of emergency departments (EDs). This is a difficult task, however, because a
large part of the useful information is contained in an unstructured format, in
free text notes.

Today, large-scale language models that can accurately interpret natural
language are available. These models are trained on huge amounts of general
data, mostly taken from the Internet, so their performance in more specialized

areas, such as the medical domain, may not be optimal.

OBJECTIVES OF THE
STUDY

To develop and validate a language model (called eCREAM_LM) for the six
languages of the project that is able to interpret EHR contents and extract

relevant information for research purposes.

STUDY DESCRIPTION

33 centers from 7 different countries (Italy, Poland, Greece, Slovakia, Slovenia
UK, and Switzerland) will participate.

The creation of the eCREAM_LM language model will entail training and fine-
tuning different language models through exposure to both a massive amount
(billions) of medical texts derived from the literature and a large quantity of
non-annotated (millions) and annotated (5,000) clinical notes derived from
EHRs.

The validation of eCREAM_LM will be done by assessing its concordance with
a panel of experts in extracting crucial information from 3,000 clinical notes.

The study will last 24 months and will involve retrospective data collection.

STATISTICAL ANALYSIS In validating eCREAM_LM, the agreement between experts and eCREAM_LM
in completing eCREAM’s virtual case report form (vCRF) in a sample of 1,000
notes for each study language will be evaluated. Concordance will be assessed
for each variable in the vCRF using Cohen’s k as a measure of agreement.
eCREAM_LM will be considered valid if Cohen’s k is greater than 0.75.

ETHICAL All the information collected will be anonymized and will therefore not require

CONSIDERATIONS a specific legal basis to be treated.

FUNDING The study is supported by the European Commission (Project number:

101057726), UKRI (UK Research and Innovation), and SERI (Swiss State

Secretariat for Education, Research and Innovation).




1. INTRODUCTION

1.1. Background and rationale

Conducting clinical and quality-of-care assessment research in emergency medicine is as difficult as important. It
is difficult because the vast number of patients who visit an emergency department (ED), 60-90,000 patients per
year in an average-sized center, and the staff shortages that chronically plague these departments make ad hoc data
collection impractical. It is important because, in the end, research enables emergency physicians and nurses to base
their practice on evidence obtained in their own, unique setting, as opposed to evidence obtained in far-removed
contexts, as is commonly the case today.

The only way to fill the gap between the need for clinical research and the availability of robust data is to directly
extract such data from the ED’s electronic health records (EHRS), avoiding dedicated, time-consuming data collection.
Nonetheless, obtaining consistent data from EHRs is a complex task. While part of the data registered in EHRs is
structured (e.g., lab test results and vital parameters) and therefore easy to retrieve, the most useful patient
information is often in free text form (e.g., presence of signs and symptoms, suspected and confirmed diagnosis,
anamnesis). Such circumstances and needs require a reliable natural language processing (NLP) tool to derive highly
consistent data from free text.

Large language models (LLMs) able to thoroughly interpret natural language are now available. These models
have achieved remarkable performance on a wide range of language-related tasks and are capable of accurately
extracting relevant information even from conversational texts. There are, however, significant limitations in using
these models for the purpose we have just indicated. First, their general performance values, and therefore their
overall reliability, are not known. Second, these models are trained on massive datasets from the Internet, which
means they have been exposed to a broad range of general knowledge. While this enables them to provide fairly
accurate performance on common topics, they tend to falter in more specialized areas, such as the one relevant to
this study. Third, the largest and best-performing models are proprietary, and their integration with other software
is expensive. Thus, using best-performing LLSs is economically and computationally unsustainable in the context of
continuing multicenter research projects that potentially involve a large number of patients and centers.

The present study (NLP-DeVal), which refers to the first pillar of the eCREAM project, aims to train and validate

an LLM able to extract accurate information from the EHRs of emergency departments.

1.2. The eCREAM project

eCREAM is a European project coordinated by the Laboratory of Clinical Epidemiology at the Istituto di Ricerche
Farmacologiche Mario Negri IRCCS (IRFMN). It involves 11 partners in 8 countries (France, Greece, Italy, Poland,
Slovakia, Slovenia, Switzerland, and the United Kingdom).

eCREAM is structured in 5 pillars: 1) develop a natural language processing tool tailored to the typical notes made
by emergency physicians and nurses; 2) develop an IT system able to capture data contained in the EHRs in use in
different EDs and other administrative databases; 3) develop a new electronic health record for EDs, designed to
meet organization, clinical practice, and clinical research needs; 4) take on two different use cases to test and validate
the whole system in the field: the assessment of ED propensity to hospitalize patients (use case 1), and the
development of a dashboard to be used by citizens, policymakers, and healthcare providers to improve the quality

of care in the ED (use case 2); 5) FAIRIfy (i.e., make data Findable, Accessible, Interoperable, and Re-usable) the



established databases for clinicians, researchers, and health policymakers and citizens, respecting the European and
national legislations.

eCREAM has been financed by the European Commission under the Horizon Europe program (contract no.
101057726), UKRI (UK Research and Innovation), and SERI (Swiss State Secretariat for Education, Research and

Innovation).

2. OBJECTIVE OF THE STUDY
The objective of this study is to develop and validate a state-of-the-art language model (called eCREAM_LM) for
the six languages of the project (English, Greek, Italian, Polish, Slovakian, and Slovenian), able to interpret EHR

contents and extract crucial information from them, which can be used to make accurate analyses and predictions.

3. STUDY DESIGN

Observational, multicenter, retrospective study.

4. PARTICIPATING CENTERS AND STUDY POPULATION

4.1. Particjpating centers
The hospitals adhering to the eCREAM project will participate in the study. Overall, 33 centers will be included:
16 from Italy, 4 from Poland, 3 from Greece, Slovakia, Slovenia and the UK, and 1 from Switzerland. The complete
list of participating centers is reported in Annex 1. The centers will not receive any incentive for participating in the

study, but expenses incurred for participation will be covered by project funds.

4.2. Study population
Adult patients who arrived at the participating hospitals between January 1, 2021, and December 31, 2023, will
be eligible for the study.

5. STUDY PLAN AND METHODS

5.1. Developing and validating the eCREAM_LM

The eCREAM_LM will be a language model for the six languages of the project (English, Greek, Italian, Polish,
Slovakian, and Slovenian), able to interpret the content of EHRs and, therefore, to extract information necessary for
research purposes. It will be an NLP model based on deep learning architectures, developed by training or fine-
tuning the best LLM among those available open source, or through a different solution that has become available
in the meantime. Indeed, the world of LLMs is constantly and rapidly evolving, and eCREAM’s goal is to adopt a
solution that guarantees the highest possible level of reliability.

Since the process required to train and evaluate language models is lengthy and complex, the development of
the eCREAM_LM will proceed in partially parallel steps. First, the LLM candidates will be trained by exposing them to
a massive amount (billions) of medical texts derived from scientific literature or other publicly available sources, such
as the Internet. This phase will continue for the duration of the project, during which we will gradually accumulate
as many texts as possible. Concurrently, each candidate model will be exposed to a large amount (millions) of non-

annotated clinical notes obtained from the EHRs in use in the participating hospitals. The final step will consist of
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fine-tuning the LLM candidates using a large quantity of clinical notes (at least 5,000) obtained from the EHRs of the
participating hospitals and annotated by trained experts. Specifically, the annotation procedure refers to the process
by which experts will read the anonymized notes and will fill in those items of the eCREAM virtual case report form
(vCRF) that are referred to in the notes, extrapolating the necessary data, so that the eCREAM_LM can learn to do
the same job. The eCREAM vCRF is the collection of the variables considered important for predicting the
hospitalization of patients with dyspnea or transient loss of consciousness (TLOC), according to the eCREAM Use
Case 1 study protocol. These variables were identified through a Delphi-modified method and a literature review by
an international panel of experts. Since no active data collection is requested from the participating centers, as all
necessary information is obtained directly and automatically from the EHRs in use in the EDs by the eCREAM LM,
we refer to this list of variables as the eCREAM virtual case report form; it is reported in Annex 2.

After the final step of development, the eCREAM_LM will be validated. A set of 3,000 additional clinical notes will
be annotated in the same way described for the fine-tuning process in the development phase. These notes will be
submitted to the eCREAM_LM with a request to complete the eCREAM vCRF. The concordance in completing the
VCRF between eCREAM_LM and the trained emergency physicians who annotated the clinical notes will represent
the measure of the final validation of eCREAM_LM.

5.2. Study duration
The study will last 24 months: the first six will be used to install the anonymization software in the various
participating hospitals and to retrieve the clinical notes from the EHRs; the following six months will be used to train
the candidate models with non-annotated clinical notes, and to annotate the clinical notes that will be used for the
final phase of eCREAM_LM development and its validation. The remaining 12 months will be devoted to fine-tuning

the eCREAM_LM, its validation, data analysis, research reports production, and results dissemination.

5.3. Data collection and anonymization

A large sample (millions) of free texts extracted from EHRs is needed to develop the eCREAM_LM. Each
participating hospital will provide the clinical notes contained in the EHRs of approximately 90,000 to 300,000
patients, depending on the size of the center, who visited the hospital between 2021 and 2023. The notes will be
stripped of any reference to the patient (first name, last name, date of birth, address, phone number, etc.) and to
the context (hospital, date and time of arrival at the center, date and time of visit, hospitalization decision, date and
time of discharge/hospitalization, etc.). Furthermore, the notes referring to different aspects of the same patient
(e.g., medical history, clinical examination, test results) will be separated from each other so that it will be impossible
to reconstruct the entire patient profile. This process minimizes the likelihood of identifying patients and maximizes
the protection of patients’ rights. The possibility of identifying a patient within a database depends on the unicity of
his or her characteristics with respect to the characteristics of the other subjects contained in the same dataset.
Accordingly, the probability of having unique patients in a dataset increases with the amount of information available
and decreases with the size of the database. Removing all personal and contextual information from the clinical notes
and separating each note from the others related to the same patient results in only a few patient characteristics
being reported in each note. Moreover, the data gathered from different hospitals in the same country will be merged
in order to have one large database per language. This process effectively resets the probability that there are

individuals uniquely identifiable from the notes. At the same time, this also ensures maximum protection of the



patients’ right not to have their personal characteristics revealed. In fact, to identify a specific patient in a database,
one should already know all the characteristics that make that patient unique in that database. Since the process we
have described results in individual notes containing only a few pieces of information about the patient, these notes
would likely not contain any additional information beyond what is needed to identify the patient as unique. This
means that if someone were able to infer that a particular note refers to a known person (an already virtually
impossible eventuality), he or she would not find any information in that note that is not already known. Furthermore,
state-of-the-art methods will protect the database, making a data breach highly unlikely.

While the process of separating the notes referring to different aspects of the same patient reduces, if not nullifies,
the possibility of re-identifying patients, the process increases the quantity of notes that need to be annotated for
the fine-tuning of the candidate language models. Separating the notes into those referring only to a single aspect
of the health record (i.e., medical history, clinical examination, and clinical course) reduces the presence of the
information needed by the annotator to fill in all the vCRF’s data items. For example, information on whether the
patient has diabetes (one of the vCRF items) can be found in the medical history notes and not in the clinical
examination ones. Similarly, information on whether the patient was confused (another item of the vCRF) can be
found in the clinical examination notes, but probably not in the clinical course notes. Therefore, in order to assess a
sufficient number of notes to cover all the items in the vCRF, over 1,500 notes will have to be annotated for each of
the three groups, for a total of 5,000 notes.

The procedures described above, i.e., stripping the notes provided by the hospitals of any reference to the
individual patients and contexts, and separating the notes referring to different aspects of the same patient, ensure
that the probability of patient identification is less than negligible. We cannot rule out, however, the possibility that
the notes contain information about third parties. The physician or nurse, for example, may write down the names
of patient relatives with their phone numbers or address in case they need to be contacted. Two participating Italian
centers reviewed their clinical notes and estimated a 10% occurrence of such references to third parties.

To remove the possible presence of information about third parties from the database, we will install, in each
participating hospital, a certified anonymization software called AnonymAl. This software is specifically designed to
identify and remove data entities referring to specific types of personal data from free text. We will use AnonymAI
to remove the following: first name, last name, phone number, address, location, and parental relationship.

Annex 3 contains the description of the AnonymAI software provided by its manufacturer, with the software’s
level of performance in relation to our purpose. We reproduce here the most informative table containing the
probability of failing to anonymize a subject mentioned in a note, as well as the number of notes containing a

reference to a subject that need to be analyzed to have one subject not anonymized.



- Number of notes to
Probability of not
N . . .. analyze to have one
Combination of identifiers anonymizing a .
. . non-anonymized
subject in a note .
subject
Full name (first + last names) 0.00045 2,222
Full name + phone number 0.000009 111,111
Full name + full address 1.98 E-7 5,050,505
Full name + phone number + full address 3.96 E-9 252,525,253
Full name + parental relationship 1.85E-5 54,054
Full _namz_a + phone number + parental 3.69 E-7 2,710,027
relationship
Full . nam.e + full address + parental 8.118 E-9 123,183,050
relationship
Full name + phone.number + full address + 1.6 E-10 6,250,000,000
parental relationship

Of note, knowing that a person with a given first and last nhame was cited in the clinical notes of a hospital in
three years does not reveal anything in itself, i.e., it does not violate anyone’s privacy. Consequently, we need to
concentrate on the probability of not anonymizing the combination of, for example, full name and phone number in
a free text note. Indeed, this means possibly knowing the phone number of a person whose first and last name we
also know. We must use the word “possibly” because we cannot be sure that the phone number not removed from
the text belongs to the person whose full name was not removed either. The table above shows that such an event
occurs once in approximately 111,000 instances. Considering that, in each country, we will retrieve 400,000-750,000
notes and that only 10% of them will contain a reference to a third party (which may not necessarily involve the first
name, last name, and phone number), we can state that, on average, such an event will not occur in any of the
participating countries. Furthermore, the riskiest situation in terms of subject-rights protection would be if a hacker
were able to identify a subject through a given combination of identifiers (e.g., full name and phone number) and
thus learn that he or she had a relative admitted to a hospital with a defined clinical scenario. Such an event could
occur at most once in approximately 2,700,000 cases. We can therefore affirm that the occurrence of such an event
would be virtually impossible since, for each language, we will collect a maximum of 75,000 notes containing a
reference to a third party (10% of 750,000 notes), which is very far from the 2,700,000 notes needed to result in
just one such event.

Once anonymized, data will be centralized to the eCREAM-NLP server at the IRFMN in Milan, Italy, for subsequent

analyses.

5.4. Statistical analysis
In the eCREAM_LM validation, we will assess the concordance between expert emergency physicians and the
eCREAM_LM itself in filling in the vCRF developed for the eCREAM Use Case 1 study protocol (see Annex 2). The

9



data will refer to a sample of 3,000 notes for each study language. Concordance will be assessed for each variable
of the vCRF using Cohen’s k as a measure of agreement. The eCREAM_LM will be considered valid if Cohen’s K is

greater than 0.75.

5.5. Sample size

The sample size is computed for the validation phase. Assuming an excellent agreement (k=0.80) between
eCREAM_LM and the experienced emergency physicians in completing the vCRF, a sample of at least 735 notes will
be necessary to achieve sufficient precision to guarantee a good agreement (lower confidence limit of 95%
confidence interval of Cohen’s k greater than 0.75). This number is the maximum sample size obtained under
different scenarios involving a different number of categories (2 to 5) for each variable and different marginal
distributions of the categories in the sample, including balanced distributions (e.g., 5 categories with 20% of the
sample in each category) and very imbalanced results (e.g., 5 categories with 1.8%, 7.3%, 16.4%, 29.1% and
45.5% of the sample). Since information of interest may be missing in some notes, we will perform the data validation
assessment on 1,000 notes. For the same reason explained in section 5.3 on fine-tuning models (i.e., to cover all
the items included in the vCRF), it will be necessary to multiply this number by 3, annotating a total of 3,000 notes

for the validation phase.

5.6. Data processing

The figure below represents the data processing that will be carried out in the context of this project.

Hospital server farm Central eCREAM
NLP server

Orobix

Local eCREAM NLP platform

—_—
€)- Clinical texts Interface 2] AnonymAl © IREMN O EBK

Open access

repositories

The first data processing step will take place within the participating hospitals’ information systems (Hospital
server farmin the figure), where the Local eCREAM NLP platform specially developed for the project will be installed.
This step consists of extracting all the free text notes from the emergency department’s EHR after removing all
references to the patient and context, as described in paragraph 5.3, and transmitting them to the Loca/ eCREAM
NLP platform through an ad hoc Interface. Integration APIs between hospital systems and the Loca/ eCREAM NLP
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platform will be exposed on the intranet, not the Internet. Thus, the transmission of data that has not yet been
processed by the eCREAM platform will take place within the hospital’s internal network.

The Local eCREAM NLP platform is designed to remove all possible references to third parties (like patients’
relatives) from these notes. This process, achieved through the AnonymAI software integrated into the platform
(second step), results in anonymized clinical notes. Databases and file systems that store these notes within the
Local eCREAM NLP platform are encrypted. The clinical notes are retained in such archives as long as necessary for
further processing and subsequent transmission (third step) to the Centra/ eCREAM NLP server, located on the
premises of the Istituto di Ricerche Farmacologiche Mario Negri IRCCS (IRFMN) in Milan, Italy, the eCREAM
coordinator. This transmission will be carried out through secure protocols. At the end of the transmission process,
the notes will be physically deleted from local repositories.

Finally, the fourth step will consist of transmitting the anonymized free texts to the Fondazione Bruno Kessler
(FBK) in Trento and Orobix Life (Orobix) in Bergamo, the eCREAM partners that will be in charge of eCREAM LM
development, and to the main European platforms for language resource sharing, including the European Language
Grid repository  (https://live.europeanlanguage-grid.eu), the CLARIN Virtual Language Observatory
(https://vlo.clarin.eu/?2), and the European Language Equality (ELE) initiative (https://european-language-

equality.eu). For more details on data processing and protection, see Annex 4.

6. ADVERSE EVENTS
As an observational retrospective study, participants will be treated according to routine clinical practice. No

specific adverse event data collection will therefore be set up.

7. STUDY MONITORING

While the coordinating center will oversee data collection centrally, in-site study monitoring will not be performed.

8. ETHICAL CONSIDERATIONS

8.1. The legal basis for data processing

All collected information will be anonymized according to the process described in paragraph 5.3. Anonymization
is prescribed, whenever possible, by EU Regulation 2016/679 when data are used for scientific research purposes.
More specifically, Article 9, paragraph 2, letter j provides that the data subject’s consent is not required when the
processing is necessary, among other conditions, for scientific research purposes, in accordance with Article 89(1),
based on Union or national law, provided that it is proportionate to the purpose pursued, respects the essence of
the right to data protection, and provides for appropriate and specific measures to protect the fundamental rights
and interests of the data subject. Paragraph 1 of Article 89, chapter IX, which is recalled here, states that “Processing
for archiving purposes in the public interest, scientific or historical research or statistical purposes shall be subject to
appropriate safeguards for the rights and freedoms of the data subject, in accordance with this Regulation. Such
safeguards shall ensure that technical and organizational measures are in place, in particular to ensure compliance
with the principle of data minimization. Such measures may include pseudonymization, provided that the purposes
in question can be achieved in this manner. Where they can be achieved by further processing that does not allow,

or no longer allows, the data subject to be identified, those purposes must be achieved in this manner.”
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As controllers of their own data, the individual centers will be responsible for anonymization according to the
process described in paragraph 5.3, with the support of Astir (a partner of the eCREAM consortium) if necessary.
Once anonymized, data are not subject to the European General Data Protection Regulation (GDPR) 2016/679 and

thus do not require a specific legal basis to be treated.

8.2. Insurance
Considering the retrospective design and the anonymity of data collected, no study-specific insurance coverage

is required for this study.

8.3. Ethics Committee
According to the national legislation for observational studies, this study protocol will be submitted to all

participating centers’ ethics committees.

8.4. Publication of Data

Publications will be decided on by the Steering Committee (SC), which includes the principal investigator, the co-
investigators, and the people responsible for the national coordinating centers. The authors to be reported on the
front page will be selected based on their specific contributions to the project. All manuscripts will include an
appropriate acknowledgment section, mentioning all investigators who contributed to the study and all supporting
agencies, making explicit reference to the European grant that enabled the project to be carried out. Research results

will be published irrespective of the findings.

8.5. Data Sharing
The anonymized data derived from the annotated and non-annotated clinical texts used to train the NLP models
that will be collected in this study represent a significant linguistic dataset resource. They will consequently be

transmitted to the main European platforms for language resource sharing.

9. ROLES OF RESPONSIBILITY

The Istituto di Ricerche Farmacologiche Mario Negri IRCCS (IRFMN) is responsible for overseeing the activities
requested to ensure that the study will be conducted in compliance with the protocol, applicable regulatory
requirements, and international guidelines. The PI and scientific committee will have scientific and operational
responsibility.

FBK and Orobix are responsible for developing the eCREAM_LM.

Astir could act as a data processor for the individual centers if needed to ensure data processing, including
anonymization, as described in paragraph 5.3.

The individual centers participating in the project are responsible for their own data and for applying the data
processing, including anonymization, as described in paragraph 5.3.

Each country coordinator/national study contact will be responsible for obtaining ethical, regulatory, and legal
authorizations in compliance with the European and local provisions, including the GDPR and national data protection

regulations.
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1. DYSPNEA

1.1 Demographic
—  Sex [male/female]

— Age [number]

1.2 History taking
— History of allergy [yes/no]
— History of recent trauma [yes/no]
— Pregnancy [yes/no]
— Presence of chronic pulmonary disease (either obstructive or restrictive) [yes/no]
—  Chronic organ failure (respiratory, cardiac, renal, metabolic) [yes/no]
— Diffuse vascular disease [yes/no]
—  Chronic rheumatologic disease [yes/no]
— Active neoplasia [yes/no]
—  Chronic dialysis [yes/no]
—  Immunosuppression [yes/no]
— Palliative care [yes/no]
— Neuropsychiatric disorders [yes/no]
— Poly-pharmacological therapy [yes/no]
—  Problematic family context [yes/no]
— Need but absence of a caregiver [yes/no]
— Homelessness [yes/no]

— Living alone [yes/no]

1.3 dlinical examination
— Dementia [yes/no]
— General condition deterioration [yes/no]
— Level of autonomy (mobility) [4 levels: walking independently, walking with auxiliary aids, walking with
physical assistance, bedridden]
— Level of consciousness [4 levels: AVPU]
— Agitation [yes/no]
— Presence of respiratory distress [yes/no]
— Foreign body in the airways [yes/no]
— Respiratory rate [number]
— Body temperature [number]
— Heart rate [number]
— Blood pressure [number]

— Improvement of dyspnea [yes/no]



1.4 Lab test results
— SpO2[number]
—  pH [number]
— Pa0z [number]
— PaCOz [number]
— HCOs [number]
— Lactates [number]
— Hemoglobin [number]
— Platelets [number]
—  Leukocytes [number]
— C-Reactive Protein [number]
— Blood sodium [number]
— Blood potassium [number]
— Blood glucose [number]
—  Creatinine [number]
— Transaminases [number]
— INR [number]
—  Troponin [number]
— BNP/ NT-pro-BNP [number]
—  D-dimer [number]
— SARS-CoV-2 swab test [pos/neg]

1.5 Imaging test results
— Thoracic ultrasound, any abnormalities [yes/no]
— ECG, any abnormalities [yes/no]
— Head/neck CT, any abnormalities [yes/no]
— Chest CT, any abnormalities [yes/no]
— Chest Rx, any abnormalities [yes/no]

— Gastroscopy [yes/no]

1.6 Treatment
— Performance of thoracentesis [yes/no]
— Administration of diuretics [yes/no]
— Administration of steroids [yes/no]
— Administration of bronchodilators [yes/no]
— Administration of oxygen/ventilation [yes/no]

— Blood transfusions [yes/no]

1.7 Final diagnosis

—  Situational syncope [yes/no]



—  Pulmonary embolism [yes/no]

— Heart failure [yes/no]

— Pneumonia [yes/no]

— COPD exacerbation [yes/no]

— Acute pulmonary edema [yes/no]
— Asthma exacerbation [yes/no]

— Severe Anemia [yes/no]

—  Arrhythmia [yes/no]

— Respiratory failure [yes/no]

— Intoxication [yes/no]

— COVID 19 [yes/no]

— Influenza and various infections [yes/no]
—  Pneumothorax [yes/no]

— Acute coronary syndrome [yes/no]

1.8 Follow-up
— 30-day mortality [dead/alive] (if possible)

2. TRANSIENT LOSS OF CONSCIOUSNESS

2.1 Demographic
—  Sex [male/female]

— Age [number]

2.2 History taking
— History of drug abuse [yes/no]
— History of alcohol abuse [yes/no]
— Presence of pacemaker [yes/no]
— Presence of defibrillator [yes/no]
— Cardio-pulmonary resuscitation [yes/no]
— Antihypertensive therapy [yes/no]
— Anticoagulants or antiplatelet drug therapy [yes/no]
— Diagnosis of cardiovascular diseases [yes/no]
— Diagnosis of neurodegenerative diseases [yes/no]
— Diagnosis of peripheral neuropathy [yes/no]
— Pregnancy [yes/no]
— Diagnosis of Chronic respiratory failure [yes/no]
— Diagnosis of Chronic cardiac failure [yes/no]
— Diagnosis of Chronic renal failure [yes/no]

— Diagnosis of Chronic metabolic failure [yes/no]

4



Diagnosis of Diffuse vascular disease [yes/no]

Diagnosis of Chronic rheumatologic disease [yes/no]

Active neoplasia [yes/no]

Chronic dialysis [yes/no]

Immunosuppression [yes/no]

Palliative care [yes/no]

Neuropsychiatric disorders [yes/no]

Poly-pharmacological therapy [yes/no]

Speed with which the patient recovered consciousness [2 levels: fast (seconds)/slow (minutes-hours)]
Presence of prodromal symptoms [yes/no]

Compliance with antiepileptic therapy [yes/no]

Duration of the patient’s unconsciousness [2 levels: short (seconds)/long (minutes-hours)]
TLoC during effort [yes/no]

TLoC while supine [yes/no]

First episode vs. known history of epilepsy [yes/no]

Antiepileptic therapy already in place [yes/no]

Drowsiness, confusion, disorientation as postcritical state [yes/no]

Pale skin during the episode [yes/no]

Eye deviation during the episode [yes/no]

Stiffness during the episode [yes/no]

Drooling during the episode [yes/no]

Tonic-clonic seizures [yes/no]

Situation description, like coughing, prolonged periods of straining, sudden abdominal pain, phlebotomy
[yes/no]

Problematic family context [yes/no]

Need but absence of a caregiver [yes/no]

Homelessness [yes/no]

Living alone [yes/no]

2.3 Clinical examination

Dementia [yes/no]

General condition deterioration [yes/no]

Level of autonomy (mobility) [4 levels: walking independently, walking with auxiliary aids, walking with
physical assistance, bedridden]

Level of consciousness [4 levels: AVPU]

Agitation [yes/no]

Presence of dyspnea [yes/no]

Body temperature [number]

Heart rate [number]

Blood pressure [number]



Chest pain [yes/no]

Head or other districts trauma [yes/no]

Ab ingestis pneumonia [yes/no]

Tongue bite [yes/no]

Further seizures in the ED [yes/no]

Blood in the stool [pos/neg]

Carotid sinus massage [yes/no]

Supine-to-standing systolic blood pressure test [yes/no]
Improvement of patient’s conditions [yes/no]

Neurologist consultation [yes/no]

2.4 Diagnostic test results

ECG, any abnormality [yes/no]
ECG monitoring, any abnormality [yes/no]

EEG, any abnormality [yes/no]

2.5 Lab test results

SpO:2 [number]

Lactates [number]
Hemoglobin [number]
Platelets [number]
Leukocytes [number]
C-Reactive Protein [number]
Blood glucose [number]
Blood sodium [number]
Blood potassium [number]
Blood calcium [number]
Creatinine [number]
Transaminases [number]
INR [number]

Troponin [number]

BNP / NT-pro-BNP [number]
D-Dimer [number]

Serum creatine kinase [number]
Blood alcohol [number]
Blood drug dosage [number]

Urine drug test [number]

2.6 Imaging test results

Brain CT scan, any abnormality [yes/no]



Brain MRI, any abnormality [yes/no]

Cardiac ultrasound, any abnormality [yes/no]

Chest CT scan, any abnormality [yes/no]

Pulmonary scintigraphy, any abnormality [yes/no]
Gastroscopy [yes/no]

Abdomen CT scan, any abnormality [yes/no]

Doppler ultrasound of deep veins, any abnormality [yes/no]

Compression ultrasound (CUS), any abnormality [yes/no]

2.7 Treatment

Administration of fluids [yes/no]

2.8 Final diagnosis

Situational syncope [yes/no]
Epilepsy / epileptic seizure [yes/no]
Pulmonary embolism [yes/no]
Arrhythmia [yes/no]

Cardiac tamponade [yes/no]

Aortic dissection [yes/no]

Acute coronary syndrome [yes/no]
Hemorrhage [yes/no]

Severe Anemia [yes/no]

Concussive head trauma [yes/no]

2.9 Follow-up

30-day mortality [dead/alive] (if possible)
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A JAKALA COMPANY

Spett.le
Fondazione Bruno Kessler

Via Santa Croce, 77
38122 Trento

Italia

Oggetto: Report accuratezza AnonymaAl per progetto Horizon EU eCREAM

Introduzione

Il nostro strumento di anonimizzazione nasce come un progetto di ricerca finanziato dalla Unione
Europea nella terza call EU “NGI Trust” (Next Generation Internet).

Il nostro anonimizzatore & stato progettato per proteggere la privacy degli utenti attraverso
I'anonimizzazione dei dati personali. Per lo sviluppo dello strumento abbiamo raccolto sei corpora
per un totale di oltre 57.000 documenti contenenti poco piu di 94.000 annotazioni. | corpora
riguardano diversi ambiti, tra cui trascrizioni di sessioni paziente-terapista, recensioni del servizio
clienti bancario ed e-mail aziendali. II dataset comprende documenti in due lingue, italiano e
inglese, rappresentati rispettivamente da circa 61.500 e 32.500 annotazioni.

AnonymAl utilizza una varieta di algoritmi di intelligenza artificiale, tra cui Machine Learning, Deep
Learning e sistemi a regole, al fine di identificare le parti di un documento di testo che contengono
informazioni personali. Una volta individuate, queste sezioni vengono rimpiazzate da etichette
anonime nel documento, che viene restituito al mittente privo di tali contenuti sensibili.

Questo report documenta I'accuratezza attesa di tale strumento su documenti di natura generica
attraverso le metriche presentate di seguito.
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Metriche Entita Singole

La valutazione dello strumento & stata effettuata su un set di test separato che non era stato
utilizzato nella fase di training e non era stato visto dall'algoritmo. La seguente tabella riporta le
metriche relative al riconoscimento delle entita facenti parte del progetto eCREAM.

Tabella 1: le prestazioni dello strumento divise per entita da anonimizzare.

Entita Pos | Precision Recall F1 score
Nome B 0.964 0.982 0.973
Cognome B 0.947 0.975 0.961
Numero di cellulare B 1 0.98 0.99
Citta, provincia, comune | B 0.94 0.96 0.95

I 0.915 0.932 0.924
Via, corso, indirizzo B 0.947 0.989 0.968

I 0.915 0.985 0.949
Relazione di Parentela | B 0.926 0.959 0.942

La colonna "Pos" mostra la posizione del token (parola o parte di essa) all'interno della sequenza
di parole analizzate che fanno parte dell’entita. ‘B’ significa che il token & l'inizio di una sequenza di
interesse, mentre ‘I’ significa che si trova all'interno di una sequenza. Ad esempio, per I'entita “via
San Quintino”:

via — indirizzo-B
San - indirizzo-1
Quintino — indirizzo-I

"Precision" misura la percentuale di identificazioni di entita che sono effettivamente corrette.
Corrisponde al valore predittivo positivo dello strumento. "Recall" misura la percentuale di entita
presenti nel testo che sono identificate correttamente. Corrisponde alla sensibilita dello strumento.
"F1 score" € una misura che combina precisione e recall in un unico numero, fornendo una
valutazione sintetica dell'accuratezza dello strumento.
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Il valore F1-score, che € una media armonica tra Precision e Recall, & notevolmente alto per tutte
le categorie di dati coinvolte nel progetto, con il valore piu basso registrato per
citta/provincia/comune (95%) e i piu alti per i nomi (97.3%) e i numeri di cellulare (99%).

Questi risultati dimostrano che il nostro strumento di anonimizzazione € in grado di operare con
precisione e affidabilita, garantendo un alto livello di protezione per un'ampia varieta di dati
sensibili.

Si fa notare che, per quanto riguarda le esigenze del progetto eCREAM, |la metrica di interesse &
“‘Recall”, ovvero la probabilita che le occorrenze di una determinata entita siano identificate
correttamente (e di conseguenza anonimizzate), sul totale di quelle presenti nei testi da
anonimizzare.
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Metriche Entita Combinate

Le maggiori criticita in termini di protezione dei dati personali si verificano qualora siano disponibili
piu informazioni su uno stesso soggetto, aumentando in maniera significativa la possibilita di
reidentificazione da un lato (es. nome, cognome, indirizzo) o di conoscere di un soggetto alcuni
dati personali (es. sapere che un soggetto identificato ha avuto un parente trattato in Pronto
Soccorso). Si ricorda infatti che il progetto eCREAM intende analizzare testi liberi presenti nelle
cartelle cliniche di Pronto Soccorso (PS) e che in tale testi & possibile che compaiano riferimenti a
persone terze (tipicamente un parente del paziente) con le modalita per contattarlo (ad es. il
numero di telefono).

Unendo le metriche di accuratezza sulle entita singole, possiamo calcolare le probabilita che
combinazioni di entita non vengano anonimizzate correttamente dallo strumento AnonymAl.
La seguente tabella riporta le probabilitd combinate per le entita di interesse nel progetto
eCREAM:

Tabella 2: Probabilita che varie combinazioni di entita non vengano anonimizzate.

Numero di note da
analizzare per avere un
soggetto NON
anonimizzato

Probabilita di NON
Combinazione identificativa anonimizzare un
soggetto in una nota

Nome completo (nome + Cognome) 0.00045 2,222
Nome completo + numero di telefono 0.000009 111,111
Nome completo + indirizzo completo 1.98 E-7 5,050,505
_Norn_e completo + numero di telefono + 396 E-9 252,525,253
indirizzo completo

Nome completo + grado di parentela 1.85E-5 54,054
Nome cpmpleto + numero di telefono + 3.69 E-7 2.710,027
grado di parentela

Nome cpmpleto + indirizzo completo + 8.118 E-9 123,183,050
grado di parentela

Nome completo + numero di telefono + 16 E-10 6.250,000,000

indirizzo completo + grado di parentela
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La tabella elenca le varie combinazioni delle entita da anonimizzare nel progetto eCREAM. Per
ogni combinazione, riporta la probabilita che il nostro strumento non anonimizzi un soggetto che &
invece menzionato nella nota (seconda colonna), nonché il numero di note contenenti il riferimento
a un soggetto che devono essere analizzate per averne una in cui il soggetto non viene
anonimizzato dal nostro strumento (terza colonna).

Ad esempio, la probabilita di non riuscire a rilevare contemporaneamente sia il nome sia il
cognome di una persona citata in un testo libero risulta pari a 0.00045. Cid significa che il nostro
strumento deve analizzare mediamente 2222 testi in cui & riportato nome e cognome di un
individuo prima di non riuscire a rilevare una tale combinazione e quindi di non riuscire ad
anonimizzarla.

La tabella mostra anche quale sia la probabilita non solo di non riuscire ad anonimizzare un
individuo, ma anche di non riuscire a togliere I'informazione, una volta identificato, relativa al suo
(eventuale) grado di parentela con il paziente a cui si riferisce il testo. Si tratta di probabilita
sempre estremamente basse.

In conclusione, i dati mostrano che il nostro strumento di anonimizzazione possiede un’alta
accuratezza. Per le combinazioni di informazioni a piu alto rischio di rivelare l'identita di una
persona e la sua relazione con un paziente di Pronto Soccorso, la probabilita di non essere
anonimizzate & matematicamente trascurabile, confermando I'efficacia del nostro strumento nel
proteggere la privacy e I'anonimato degli utenti.

MAIZE S.r.|
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1. DATA TRANSMISSION

1.1. Exposure of APIs on the local eCREAM platform

Integration APIs between hospital systems and the Local eCREAM NLP platform will be exposed on the intranet,
not on the internet. Thus, transmission of data that has not yet been anonymized will take place over the hospital’s
internal network.

The integration APIs between local eCREAM and the Central eCREAM NLP server will be exposed on the Internet,

the anonymized data will be encrypted and sent to the NLP server.

2. AUTHENTICATION

In order to invoke one or more APIs, the ED system must be an application surveyed by eCREAM, which will
receive from eCREAM the authentication credentials needed by the application in the Access Token request phase;
this Token will have to be attached to each subsequent API invocation.

The application’s credentials must not be disclosed or reused to build other applications. Each new application
must be individually registered so that it will be issued the corresponding credentials.

It is the responsibility of the user to properly protect the credentials used by the various application instances.

eCREAM will verify that the credentials used for each integration API access with the local eCREAM system are
associated with the previously surveyed hospital network.

Regarding access to the integration API with the NLP server, the eCREAM system will verify, with each connection,
that the credentials are associated with a certificate issued by eCREAM and installed on the calling machines. The
Access Token is obtained by calling a special API in the eCREAM system. An Access Token has a limited life of 30
minutes so, when it expires, the Token must be renewed through the appropriate API of the eCREAM system.

Each requester will need to authenticate and request permission to send previously anonymized data or to request

anonymized data currently present on the Central eCREAM NLP server.

2.1. Authorization

Access to the API will be subject to an authorization system that leverages the authentication features described
above.

API access will be associated with compartmentalization criteria called scope.

When a hospital application is censored in eCREAM, the roles required to use the corresponding scopes will be
associated.

When issuing the Access Token, the Authentication API will require the caller to specify the list of scopes
associated with the API/resources it will use through that Token, or else authorization in accessing the API will be

denied at the point of fruition.

2.2. Logging and Tracking API Accesses

All interactions between the application and external systems will generate a record in the application log.

The log will not contain sensitive data, but only data related to system operations or incidents captured by the
system.

It will allow identification of the calling user or system, the operation with the metadata necessary to verify



whether the operation in question affected a specific dataset of sensitive data, and the timestamp of the operation.

This will make it possible to identify any abusive access or attempted access to data.

3. DATA PROCESSING IN THE LOCAL ECREAM NLP-DEVAL PLATFORM

The components that make up the Local eCREAM NLP platform will be entirely installed within the server farms
operated by the hospital entities.

The local eCREAM component will receive sensitive data associated with subject identification data contained in
free text fields and clinical documents.

The data processing procedure involves transmitting the data to the local eCREAM component, which will provide
further processing and subsequent transmission, in anonymized form, to the Central eCREAM NLP server. The data

will be transferred to the server through secure protocols.

3.1. Anonymization

Data from the hospital EHRs will be anonymized within the hospital premises, with the use of the AnonymAl
software. This software program will remove data entities referring to specific types of personal data from free text,
specifically: first name, last name, phone number, address, location, and parental relationship. Once anonymized,

the data will be transferred to the central NLP server.

3.2. Storage and retention of anonymized data within the Local eCREAM NLP platform

Databases and file systems that store the anonymized data within the Local eCREAM NLP platform will be
encrypted. Data will be retained in these archives only as long as necessary for their further processing and
subsequent transmission to the Central/ eCREAM NLP server. At the end of the transmission process, the data will be

physically deleted.

3.3. Physical access control
With regard to the local eCREAM component, physical access control will be the responsibility of the hospital

entity, the data controller.

3.4. Logical access contro/

Data access will be allowed only to system administrators. Control will be performed by configuring the enabled
connection IPs and verifying the validity of the required certification associated with the individual enabled IP.

Access will be conveyed via VPN and allowed only through personal credentials, provided only to administrators

appointed to process the data.

3.5. Logging, tracking of access and activities performed

All interactions between the application and external systems, including system administrators, will generate a
record in the application log.

The log will not contain sensitive data, but only data related to operations performed through the system or
incidents captured by the system.

It will allow identification of the calling user or system, the operation with metadata necessary to verify whether

the operation in question affected a specific dataset of sensitive data, and the timestamp of the operation.



This will help identify any abusive access or attempts to access data.

3.6. Antivirus
The local eCREAM system will allow files to be transmitted to them, so they will use a server-side antivirus to scan

incoming files.

4. DATA PROCESSING IN THE CENTRAL ECREAM NLP SERVER

4.1. Data storage

Databases and file systems will be encrypted.

4.2. Data retention

The anonymized free texts that will have been transmitted to the NLP server, located in Italy at the IRFMN in
Milan, will not fall within the scope of the GDPR. These anonymized free texts will be transmitted to the Fondazione
Bruno Kessler, to Orobix Life, and to the main European platforms for language resource sharing, including the
European Language Grid repository (https://live.europeanlanguage-grid.eu), the CLARIN Virtual Language
Observatory (https://vlo.clarin.eu/?2), and the European Language Equality (ELE) initiative (https://european-

language-equality.eu) and will be usable by users worldwide.

4.3. Backup
The processed data present in the central NLP server will be backed up daily via a fully automatic process, with
a 30-day data retention period.

Backup databases and file systems will be encrypted.

4.4. Physical access control
The data present on the NLP server will be processed locally. Access is controlled, registered, and limited to those
with access permission. The server farm room is monitored for safety and prevention (UPS, temperature, theft, fire).

Physical access control for the Central eCREAM NLP server will be the responsibility of IRFMN, the data controller.

4.5. Logical access control

Data access to the central NLP server will be allowed only to system administrators. Control will be performed by
configuring the enabled connection IPs and verifying the validity of the required certification associated with the
individual enabled IP.

Access will be allowed on a nominal basis to system administrators, authorized only through an access machine

having a registered certificate and authorized IP.

4.6. Logging, tracking of access and activities performed

Concerning the data on the NLP server, all interactions between the application and external systems, including
system users, will generate a record in the application log.

The log will not contain sensitive data, but only data related to operations performed through the system or
incidents captured by the system.

It will allow identification of the calling user or system, the operation with metadata necessary to verify whether

4



the operation in question affected a specific dataset of sensitive data, and the timestamp of the operation.

This will help identify any abusive accesses or attempts to access data.

4.7. Antivirus

The central NLP server will use a server-side antivirus that keeps the delivery environment scanned.



